Security remains to be a critical issue in the safe operation of Information Systems (IS). Identifying the threats to IS may lead to an effective method for measuring security as the initial stage for risk management. Despite many attempts to classify threats to IS, new threats to Health Information Systems (HIS) remains a continual concern for system developers. The main aim of this paper is to present a research agenda of threats to HIS. A cohesive completeness study on the identification of possible threats on HIS was conducted. This study reveals more than 70 threats for HIS. They are classified into 30 common criteria. The abstraction was carried out using secondary data from various research databases. This work-in-progress study will proceed to the next stage of ranking the security threats for assessing risk in HIS. This classification of threats may provide some insights to both researchers and professionals, who are interested in conducting research in risk management of HIS security.
Introduction
As the European Union has acknowledged, "innovation is important in today's society, but it should not go at the expense of people's fundamental right to privacy" [1] . An effective information security program includes a combination of human and technological controls to prevent loss of data, accidental or deliberate unauthorized activity, and illegal access to data [2] .
However use of information and communication technology (ICT) in healthcare has created the electronic health environment and electronic health information is the core of an electronic health system that is managed by ICTs [3] . In addition because healthcare information technology has different potential to improve the quality of care and efficiency and it can also reduce medical costs and save lives so, it is currently one of the important factors for major innovations and is used in widespread around the world [4] . Therefore, if an E-health system guarantees privacy and security of patients it will succeed [5] .
In recent years number of threats in health information systems (HIS) area has increased dramatically and lack of adequate security measures has caused in numerous data breaches, leaving patients vulnerable to economic threats, mental anguish and maybe social stigma. [6] . For example, between the years of 2006 to 2007 in hospitals alone, occurred exposing of more than 1.5 million names during data breaches [7] . In addition, result of 2010 Healthcare Information and Management Systems Society Security Survey suggests that the reports of more than 110 healthcare organizations have shown the loss of sensitive Protected Health Information or Personal Identifying Information affected over 5,306,000 individuals since January 2008. They were received as theft (stolen laptops, computers, or media), loss or negligence by employees or third parties, malicious insiders, system hacks, web exposure, and virus attacks [8] . So, storage information in electronic format increases the concerns about the security and privacy of patients [9] . Another study has shown that healthcare information systems of accidental events and deliberate action threats are two parameters that can severely damage HIS reliability and have negative effects on HIS [10] . However, poor organization of security measures, lack of an integrated security assessment architecture and framework and low awareness of risk analysis practices also need particular attention. As in developed countries standards of framework use in place. For example, using ISO/IEC 27002 (ISO 27799:2008) or the Health Insurance Portability and Accountability Act (HIPAA) in the healthcare environment in protectingin health information system. Therefore management of E-Health information needs to identify the threats for an effective framework by considering the comprehensive incorporation of confidentiality, integrity and availability to be the core principles of information security. This raises major challenges that require new exhaustively attitudes such as a wide variety of policies, ethical, psychological, information and security procedures [5, 12] . Hence the objective of this paper attempt to provide an up-to-date categorize of threats to healthcare assets.
Review and Role of Identification of Threats in Information Security Risk Management
Risk assessment requires an understanding of the threat sources, threat action and how that sources can be exploited vulnerability in a health information asset [4] . Although identifying of threats in information system is crucial stage in risk management [13] and discussion about privacy and security [12] has long been a major subject in the social science and business press, there has been controversy about lacking a systematic investigation to identify and categorize various sources of threats of information security and privacy in academic literature [6] . Figure 1 shows a conceptual framework for implementing of information security in HIS. This figure was adopted from works of Z. Ismail, et al. [14] and A. Yasinsac, et al. [15] . It was further adapted to include inputs, output, and also process of some steps. Based on ISO/IEC27002 [16] of threats is one of the important stages in every Information Security framework [17, 18] . Kotz recommended that the first step of HIS framework is to identify threats to patients' identity [19] . This is because it will help in conducting risk assessment and to assist in the development of health care security policy, guidelines and laws [4, 15, 20] . Hence, issues of security, identification and taxonomy of threats in the field of health care organizations are important and are mandatory parameters for health information systems [11, 18] . Therefore, the research question for this paper is to categories the security threats to HIS. The next section will discuss the possible security threats to HIS.
State of Information Security Research in Healthcare
This section presents a comprehensive review of literature of threats to HIS. Recent policy-based studies broadly categorize privacy threats, or source of information security, into two areas: Organizational and Systemic threats. Organizational threats are categorized into five levels: Accidental Disclosure, Insider Curiosity, Data Breach by Insider, Data Breach by Outsider with physical intrusion and Unauthorized Intrusion of Network System [6] .
A classification for the threats of IS like HIS were offered by Whitman to twelve items. [24] . He identified the priority of expenditures and to protect IS against these threats by provided an online survey by asking IT executives to rank the threats to information security [24] . The findings showed that the most critical threat for IS is "Deliberate Software Attacks" which was weighted almost twice more important in comparison to the second threat on the list. Technical Software Failures or Errors, Acts of Human Error, Failure and Deliberate Acts of Espionage or Trespass were also noted as high-risk threats for the HIS [25] .
Each organization will need to prioritize the threats it faces, based on the particular security situation in which it operates, its organizational strategy regarding risk, and the exposure levels at which its assets operate [26] . Therefore, another categorization scheme has been done that consists of fourteen general categories that represents clear and present dangers to an organizations people, information, and systems. The results are generally similar to previous studies in which Espionage [27] . Yeh and Chang [25] also identify fifty fundamental security countermeasures commonly adopted to evaluate the adequacy of IS security into seven categories.
According to [26] [28] . Additionally, ISO/IEC 27002 also addresses eleven standard areas related to information security management [16] .
Study done by Narayana Samy, et al. [11] discovered that there are altogether 22 types of threats to Total Hospital Information system (THIS) and listed the critical threats to HIS. A year later in another study, they tested the categorization listed in a hospital in Malaysia. The results showed the most critical threats along with the ranking of threats [29] .
Pardue and Patidar [20] on other hand, represent a preliminary effort at cataloging threats to electronic healthcare data associated with unauthorized access, data loss, and data corruption, which caused by vandalism, loss or corruption of data, due to faulty hardware and software, human error, malware, natural disaster and database attack.
Another model [4] of the threat tree was organized around the goal of an attacker or outcome of a threat, depending on whether the threat is intentional or not.
Then Kotz [19] provided a taxonomy consisting of 25 threats, organized around three main categories: identity threats, access threats, and disclosure threats. Threats are organized by different types such as misuse of patient identities, unauthorized access or modification of Personal Health Information (PHI), or disclosure of PHI. Each category considers three types of the adversary: Patient himself or herself, Insiders (authorized Personal Health Record (PHR) users, staff of the PHR organization, or staff of other mobile health support system), and Outsiders (third parties acting without authorization).
Another study mentions that most people are familiar with common types of computer security breaches that are caused by Computer Viruses, The Internet, Hackers, Worms, and Malicious Software Designed to compromise or disrupt other computer systems, and the loss or theft of laptops containing sensitive data. Security of the computers embedded in sophisticated medical devices, and unauthorized communication may increase susceptibility to security breaches [18] . Table 1 summarizes and reviewed previous work done in identifying threats to HIS. Outstanding works are itemized from the year 1992 till 2011. All in all, thirty (30) threats were classified. It is noted that "deliberate acts of theft of data", "misuse of system resources", "users errors", "deviations in quality of service" are among the common threats to HIS. 
Research Methodology
This paper proceeds in describing how the data were collected. Secondary data resources aided in providing the relevant data in identify the threats to HIS. A thorough on-line search was carried out. Among the various search databases were ACM Digital Library, AISeL, EBSCO, IEEE Xplore, PUBMED, SPRINGER, ELSEVIER, and SCOPUS. Keywords such as "threats of health information systems", "threats to health technology", "threats to information systems", and "electronic health" are input for the search. From the initial 30 common criteria, it was further breakdown 70 threats. 
Threat Tree for Risk Assessment
In order to protect the information in the organization, firstly, it is suggested to recognize the data protection and storage, transmission and processing systems. Secondly would be the category threats faced. So, information security personnel must be informed about the different threats to assets in information systems [27] . As for Health Information System there are six proposed components that include software, hardware, data, people, procedures, and networks. These six critical components enable information to be input, processed, output, and stored. Each of these IS components has some strengths and weaknesses, as well as characteristics and uses. Each component of the information system also has its own security requirements [27] . Therefore an organized classification of threats is required in order to discuss information security issues.
In this section authors propose a tree structure for cataloging threats to healthcare assets as a threat tree. The purpose of the threat tree presented here is to facilitate risk assessment and provision of the health care policy and legislation by using second data resources involves the use of different threat catalogs and literature to finding a comprehensive model which are shown in Table 2. The health information threat catalog has beneficial effects on risk assessment and needs categorization and documentation more than just what is shown in the Table 2 . Risk assessment needs to provide the various sources of threats in HIS. Each of the threats in the tree is used for providing a set of controls to decrease the risk of exploitation of vulnerability. It can also help analysts to assignment of threats as well as compare their assessment with the assessment of other analysts. From Table 2 , we can represent the categorization in the pie format for better visualization and understanding. 
Conclusion
This paper presents categorize different threats to healthcare information system. The identification of threat would play a role as an effective method in accessing security for risk management. The threat tree consolidated may provide initial step facilitating risk analysis process. Researchers and system developers may find this effort useful in the advancement of HIS security. Although this study attempts to provide a complete taxonomy for threats to HIS, it is still regarded as a work in progress as the research needs to proceed in ranking the potential security threats to HIS. Timely identification to threats is essential as technology improved and its assets progress.
Acknowledgements
This study was funded by the Research University Grant (RUG) from Universiti Teknologi Malaysia (UTM) and Ministry of Higher Education (MOHE) Malaysia with project number Q.K 130000.2138.01H98.
